. W. www.exemplar-education.com
I] ExemplarEducation P
ONLINE MATHEMATICS & ENGLISH . :
E. info@exemplar-education.com

T.0800 1777 999
28-2-20

Exemplar Education — GDPR Statement

In the light of the GDPR legislation and the revised UK Data Protection Act 2018, what
assurances can you give that that the Company is fully compliant with the requirements of
both the GDPR and the revised UK Data Protection Act?

We have audited all of our processes, data handling and retention protocols and where
appropriate have made amendments to them, to ensure we are fully compliant with the
GDPR. We regularly review our processes, to identify any further areas where improvements
can be made, so we can make any necessary changes.

Our current privacy policy is available on our website at hitps://www.exemplar-
education.com/privacy-policy/. A summary of our current position is as follows:

Data Collection

1. We never buy personal data from any supplier or school for the purposes of
marketing. It is always gathered by data enquiry forms - either online or paper - that
have been filled in by enquirers in response to advertising and promotional activities
that we carry out or commission from specialist suppliers.

2. We collect names, contact details and only the minimum other data required to be
able to respond appropriately to the enquiry.

3. When a family purchases our product, we then collect other personal data, but
limited to the data we need to provide, support and develop the operational
processes to deliver the product and services the customer has purchased and
make any related payment arrangements.

4. When a school uses our system, then it only holds the student’s name and any results
they achieve on the courses. No other personal information is collected or stored.

5. We have a Data Processing Agreement for Schools and a Fair Processing Notice for
Families. They set out for Schools using our systems and for Families who have bought
our programmes, what personal data we will collect and the purposes for which we
will use this data. These are GDPR compliant and effective from May 2018. They wiill
be found on the privacy policy page of our website.

Data Security

6. We have arobust authentication process in place to protect access to personal
data and/or user accounts and there are several elements to this
a. We use usernames and passwords for access to the personal data.
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b. Our systems use a number of the major cloud providers, e.g., Amazon &
Microsoft, all of whom have very high-quality security on their hosting systems
and are GDPR compliant.

c. Should customer data be corrupted or lost, our cloud service providers can
restore it fo a specified previous time point to minimise any losses.

Access to the personal data is limited to those who need it to carry out their duties.

We utilise usernames and password to enable access to our secure administration
modules.

We provide a mechanism for anyone to notify us if they believe a data breach has
occurred, by email to incident@exemplar-education.com at any time or on 0800
1777 999 during business hours.

Data Usage, Processing and Retention
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We act as a Data Controller, as defined by the GDPR, in respect of the personal
data we hold.

We do not allow the sharing of personal data or metadata with third party
organisations for the purposes of marketing other than our own, or for any other
activities not connected with the provision of our service to our customers.

We do, however use third-party data processors (who may also be data controllers
in some instances) to process personal data, but only connected

to the development and operational provision of our products and services. All of
these are fully GDPR compliant.

Since May 2018, all contracts with data processors and data controllers have been
GDPR compliant, including ensuring that contracts with those not located within the
EEA will include the unmodified EU approved model clauses in respect of such
transfers and therefore fully conform to GDPR standards.
a. Our learning systems are hosted in the USA by a UK company and operate
under the EU-U.S. Privacy Shield. This ensures compliance with GDPR.
b. Data transmission is via Amazon Web Services, which is certified under the EU-
US Privacy Shield.
c. Our customer records systems are provided by Microsoft. They are hosted in
the EU and Microsoft have notified us that they are fully GDPR compliant.

We provide a free of charge facility whereby customers (and other Data Subjects as
defined in GDPR), can request a copy of the data we hold on them.

They can also ask for us to “forget them” as defined in GDPR if they wish, subject
only to them agreeing that the impacts on service delivery of deleting data used for
service delivery purposes are acceptable to them.



